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Form: Notification to the Records of Processing Activities (VVT)

	Notification to the Records of Processing Activities (VVT) as required by Article 30 (1) EU-GDPR
(Please send to GIZ Data Protection Management when you start planning a new data processing activity.)

	Name/title of processing activity:       


	VVT number: e.g. VVT-999-170701
DSB number:
(will be entered by data protection management)
	|_|
	Change to existing processing activity
(VAZ no. if applicable):      

	[bookmark: Text26]Scheduled implementation date: Nov 2019 - Oct 2020
	[bookmark: Kontrollkästchen6]|X|
	New processing activity

	Details of responsible unit (‘data controller’) and any other units involved

	Responsible organisational unit
OE name / OE number: 

	Manager responsible:


	Position:



	2100     
	Raghu Babu Nukala
	AV     

	Date completed:
	Form completed by:
	Phone:

	     
	Ashish Kumar
	Technical Advisor     

	Name and address of contractor/s (‘processor’) if data processing is being outsourced in accordance with Article 4 (8) EU-GDPR:

	Contract number:



	
     

     

	
     

     

	
     

     


	Head Office IT Unit has been involved regarding implementation of IT security measures 
[bookmark: Kontrollkästchen75]|_| Yes	|X| No          IT contact:      

	If processing GIZ employees’ personal data, has the Staff Council been consulted on the processing activity? 
|_| Yes	|X| No          Staff Council contact:      

	Has the data protection officer been involved beforehand?
|X| Yes	|_| No          If yes, please enter date:      

	Has the data protection officer already checked the processing activity (in the case of notification to the VVT reporting changes in an existing processing activity)?
|_| Yes	|X| No          If yes, please enter date of last check:      

	Objectives and purpose of data processing activity 

	Please explain why the processing activity is necessary, i.e. what purpose it is intended to fulfil for GIZ.

Consultancy services is to set up an Industrial Wastewater Technology Platform for making available relevant information on industrial wastewater management and provide infomation exchange, B2B meetings, and facilitating site visits. It is a open source platform which promotes information sharing between interested parties as well as national and international agenciesAlso, the E-portal will be used for hosting webinars and announcing events.
All incoming data will be registered to the E-portal and the  contractor will manage all the information  accordingly.  



	List of personal data / data categories and groups of data subjects

	Personal data / data categories 
	Group of data subjects, number

	      
	     

	      
	     

	      
	     

	      
	     

	      
	     

	Process description / Flowchart / Data flows / Evaluations

	Please explain how the processing activity is organised, where data is collected or processed and by whom, and what interfaces there are to other processes (data flow). Please provide details of the technical environment for the processing activity as well. For more complex processing activities, we recommend that you include references to attached annexes.

The contractor will gather the relevant available data/ information (about waste water treatment technologies implementation, Zero Liquid Discharge technologies (ZLD), waste water monitoring systems etc) from the stakeholders and host the collected information on a common platform for accessing, which could provide services such as information exchange, B2B meetings, and facilitating site visits. The data is collected or processed by the contractor itself which would be presented in a prescribed format.
A user can search the portal online and access the information/data/reports being published.       
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	If the process involves producing analysis and reports, please specify them here. Who are the recipients, and how will they handle the analysis data (use, length of time stored, forwarding, deletion)? Please submit a specimen of each report. Specimens can be submitted in the form of annexes.

The collected data/ information would be hosted on the technology platform which would be open for all(eg:industries, national & international agencies etc.) to access and use the information for the purpose of reviewing, B2B meetings, facilitating site visits, and knowledge product. 
The information could be about waste water treatment technologies implementation, Zero Liquid Discharge technologies (ZLD), waste water monitoring systems etc     





	Categories of persons authorised to access data (authorisation groups)

	Please enter details of the categories of persons who will be authorised to access (read, amend, delete) the data and of their positions / functions. For each function, please state the number of persons who will be authorised to access the data. For more complex processing activities, we recommended that you outline the authorisation concept in a separate annex.

The hosted/ published data would be served as a readable interface open for all. Amending, updating or deleting any data would be handled by the contractor only. The data could be accessed for viewing by the industries, national and international agencies. The management of data throughout the process would  be handled by the contractor and its team members which would comprise of:
· A team leader – meetings, conceptualising, data collection 
· A Senior expert - review, design and compile data
· Pool of IT experts (nos. 5) – coding , assembling, reviewing, maintenance
· Other members of the contractor’s organization       



	Are the access rights part of the company-wide roles and authorisations plan and administered through the authorisation process in SAP?
|_| Yes	|X| No

	Access rights will be managed in a separate authorisation process within the application.
|X| Yes	|_|  No

	Information on deletion or the deletion plan

	Please explain when and under what conditions data will be deleted. What are the prescribed retention periods, and on what grounds have they been set? The deletion plan should include a regular scheduled deletion process, a set period or deletion deadline and evidence of deletion. For more complex processing activities, we recommended that you outline the deletion plan and the method to be used for evidencing deletion in a separate annex.


The deletion period will be dynamic in nature and will be executed after discussion with the involved parties. Deletion of any type of data/information from the platform will be responsibility of the contractor only.      





	Forwarding / transfer of data to internal or external recipients

	Internal recipients within GIZ including GIZ offices in the field structure

	Unit at GIZ (organisational unit)
	Type of data 
	Purpose of transmitting the data

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	External recipients within the European Union

	External entity
	Type of data 
	Purpose of transmitting the data

	Industrial waste water technology providers     
	Technical reports     
	     

	Public Agencies     
	Reports     
	     

	Public     
	Content     
	     

	     
	     
	     

	Transfer of data to third countries (outside the EU)

	What country?
	Type of data 
	Purpose of transmitting the data

	 All (Industrial waste water technology providers,     
Public Agencies)     
	Reports      
	      

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	Information on risks to data subjects and/or GIZ as a result of the processing activity  

	Please explain the risks to which the company and data subjects may be exposed as a result of the processing activity. These could include damage to the company (financial or reputational damage) or damage to individuals if their data is published or improperly used in breach of the law.
Please refer to and use the information and risk classification system in the ‘Risk assessment information sheet’ for this purpose.

No risk involved     



	Overall risk level to which the processing activity has been allocated. 
|X| 0 (no risk)          |_| I (low risk)       	|_| II (medium risk)              |_| III (high risk)

	Data protection impact assessment as prescribed in Article 35 EU-GDPR (1) 

	Where a type of processing is likely to result in a high risk to the rights and freedoms of natural persons - in particular using new technologies, and taking into account the nature, scope, context and purposes of the processing -, the controller shall, prior to the processing, carry out an assessment of the impact of the envisaged processing operations on the protection of personal data.

	|_|
	Yes, a data protection impact assessment has been performed. The results are attached.  

	|X|
	No, the processing activity does not result in a high risk and there is therefore no need for an impact assessment under Article 35 EU-GDPR.  

	IT security measures

	Data will be processed centrally in GIZ’s datacentre. Data will be processed on the basis of GIZ’s IT security guidelines, which have been checked by the data protection officer. 
|_| Yes	|X| No         

	Data will be processed on a decentralised basis within the company, but not in GIZ’s datacentre. The technical and organisational measures (TOMs) are described in the attached IT security document.
|_| Yes	|X| No

	Data will be processed in the field structure. The measures conform with GIZ’s IT guidelines for the operation of IT systems 
|_| Yes	|X| No

	Data will be processed externally by a contractor (as stated above). The IT security plan and the technical and organisational measures are described in an attachment (TOM).
|X| Yes	|_| No

	Legal basis and permissibility of data collection, use or processing.

	|X|
	Contract or contract negotiation with the data subject

	|_|
	Consent of the data subject
	|_| Overriding legal provisions

	|X|
	Balancing of interests
	|_| Other (please explain)

	
	Explanations      


	Are special categories of personal data to be processed? 

	|_|
	Data on ethnic origin 

	|_|
	Data on political opinions

	|_|
	Data on religious or ideological convictions

	|_|
	Data on trade union membership

	|_|
	Genetic data

	|_|
	Biometric data to be used as unique identifiers

	|_|
	Health data

	|_|
	Data on sex life or sexual orientation

	|X|
	None of the above

	
	Legal basis for these special data (please check as appropriate)

	|_|
	Contract or contract negotiation with the data subject

	|_|
	Consent of the data subject
	|_| Overriding legal provisions

	|_|
	Balancing of interests
	|_| Other (please explain)

	
	Explanations      


	Are the data subjects informed that their data is to be collected?

	|X|
	No, this is not necessary. The data is publicly available.

	|_|
	Yes, the data are collected from the data subjects. The data protection information prescribed by Article 13 EU GDPR has been provided and is attached as an annex.

	|_|
	Yes, the data subjects have given written consent to the collection of their data. The declaration of consent prescribed by Article 14 EU GDPR has been provided and is attached as an annex. 

	|_|
	Yes, the data subjects have been informed as follows:
     

	
	Notes on the method of informing data subjects (please attach details if applicable)
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Explanations and guidelines on completing the form

You need to complete the form even if no personal data is to be processed but the application is suitable for processing personal data in principle. In this case, the form is only used to document the fact that processing will take place, but it is reasonably certain that no personal data will be processed. 

If you have any questions on how to complete the form, please contact GIZ’s Data Protection Team (dsm@giz.de).
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