Technical Specifications of
State Level Solar Energy Data Management (SEDM) Software Platform Part-1 & Part-2 for
PM KUSUM Component A, B, C
1. Specifications of State Level Solar Energy Data Management (SEDM) Software Platform Part-1 : System Modules


2. Specifications of Services required for component-A, B, C of State Level SEDM Software Platform Part-1 


3. Specifications of Remote O&M Support Services for PM KUSUM State SEDM Software Platform Part-1 after Go-Live


4. Specifications of State Level SEDM Platform Part-2 - Device Integration (SCADA) Software


5. Specifications of configuration services for each RMS system of State Level SEDM Part-2 Device Integration (SCADA)


6. Specifications of Remote O&M Support Services of State Level SEDM Platform Part-2 Device Integration (SCADA) 


7. Specifications of Software Architecture to be hosted on Infrastructure provided by State Implementing Agency


8. Penalty Terms for Maintenance of State Level SEDM Software Platform Part-1 and Part-2














High Level Architecture of State Level Solar Energy Data Management (SEDM) Software Platform 
As shown in high level architecture diagram, all Remote Monitoring systems will connect to State Level Solar Energy Data Management (SEDM) platform. State Level Solar Energy Data Management platform will summarize the data in require format and provide it to National Level Solar Energy Data Management Platform. Data access will be provided to various stake holders from state level SEDM Platform.

State Level SEDM platform is mainly consists of two major parts:
Part-1: System Modules (Business Process Modules) which are required for Business processes such as application registration, beneficiary tracking, site survey, asset management, inspection, asset tracking, complaint and ticket management etc.
Part-2: Device Integration Modules (SCADA) which are required for RMS data integration and processing such as communication with RMS devices, Tag Processing, Alarms and Notifications Processing, Meter Data Management etc.
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1. Specifications of State Level Solar Energy Data Management (SEDM) Software Platform Part-1 : System Modules
1.1 As highlighted in the block diagram below, Part-1 of State Level SEDM platform is having multiple modules related to business processes.
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1.2 Software Modules required for State Level SEDM Software Platform Part-1:

1.2.1 Application Pre Processing and Consumer Management
· Consumer Application Pre Processing
· Provision for managing work flow stages related to Application pre-processing such as Application Received , Documents Upload, Documents Verification, Application Short Listing, Notice for Deposit, Deposit Receipt
· Consumer Registration Process
· Add/Edit/Delete Consumer with multiple Details
· Application and Consumer Information
· Contact and Location Details
· Irrigation Information
· Agriculture Information
· Pump Information
· Solar Plant Details
· Financial / Commercial Details
· Multiple Options for Registration
· Web User Interface for consumer details
· .csv bulk upload
· Consumer Unique Identification
· Primary Identification : Mobile Phone Number
· Secondary Identification : Application No
· Consumer Profile on Mobile Application
· Credentials : Username, Password with SMS based password update
· Consumer Profile Update

1.2.2 Project Progress Management and Tracking
· Provision to Update and Track Multiple Application Status for Work Flow 
· 14 Primary Application Status for National Platform requirement
· Based on State requirement they may add sub status
· Work Flow with User and Role Management
· User from State Implementing Agency or Empaneled Agency may update the status of Application with Date
· Access to User and Work Flow sequence for sub status may be decided by state implementing agency
· Provision to Update Application Status in Multiple Modes
· Individual Application Status Update
· Bulk Update
· To select multiple consumer application number and update the status with date and document ref number
· District wise .csv upload of multiple applications with status dates 
· Web or Mobile User Interface to update Application Status from Various Modules
· Provision to auto generate process related documents and reports against various application stages such as Notice to Proceed, Notice for Deposit Payment, Project Completion Report or Joint Commissioning Report etc. 
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1.2.3 Asset Management
· Template Generation : Register a tender and generate specification Check List Template of individual Item  
· Item Registration : Panel, Pump Sets, Pump Controllers, Inverters, String Combiner Box, Meters, RMS
· Vendor Registration : Registration of Manufacturers, Dealers/Distributors, System Integrators 
· Asset Registration : Vendor can register bulk assets against a lot prepared for PDI (Pre Dispatch Inspections)
- Multiple Asset Type Configurations: Such as Solar Assets, Pump Assets, Metering Assets, Remote Monitoring and Data Acquisition System
- Asset Lot Management: To create lot of multiple assets with serial numbers for Pre Dispatch Inspection and Check list submission 
- Asset Check List: Vendor can fill up check list against template requirements with required documents to speed up PDI such as Ratings, Specifications, Type Tests, Certificates 
· Consumer Asset Registration Mapping
· Make, Model No, Serial No, Manufacturing Date, Warranty Details
· Consumer Asset Replacement
· Replacement Details with Date
· Report generation for Asset Replace
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1.2.4 Asset Live Monitoring dash board
· Monitoring of Live Parameters on Dash Board with Map View
· Navigation :
· It shall be possible to navigate from State to District to Individual Consumer on a single page in Map View
· At State and District Level Summary of Parameters to be displayed in Pop Window
· List of Important Parameters to be displayed in pop Window:
· Electrical Parameters
· DC/AC - Voltage, Current,  Frequency 
· Power Parameters
· Solar kW, Pump kW, Net kW (Import / Export) 
· Status and Running Hours Parameters
· Geo Location Mismatch Status, Pump Status
· Communication Status 
· Live / Connected / Disconnected Status
· Last Time Stamp
· Last RSSI (Signal Strength)
· Entire Architecture should be based on Pub Sub Model and integrated with National Level Platform 
· Configuration of Parameters :
· Configuration of Protection Limits 
· On Demand Operations and control :
· Remote Pump Operations 
· Remote Appliance control
· System Diagnostics :
· Error / Fault / Warnings of drives/controllers
· Communication failures

1.2.5 Key Performance Analysis
· Duration Selection Filter
· Between Any Dates From Last Two Months 
· Standard Duration Options : Last Week / Current Week / Last Month / Current Month 
· System Performance Analysis
· Solar Performance Analysis – Generation, %CUF, %PR
· Pump Performance Analysis – Pump Consumption vs. Running Hours
· RMS Performance Analysis  - % Data Availability, % Device Connectivity
· Energy Transaction Analysis
· Solar Generation, Pump Consumption, Import, Export, Net Energy
· Navigation :
· It shall be possible to navigate from State to District to Individual Consumer on a single page in Map View
· At State and District Level Summary of Parameters to be displayed in Pop Window
On selecting any parameter from pop window, It shall be possible to have display of Day wise Trend for selected duration  

1.2.6 MIS Reports
MIS Reports for Scheme Progress Tracking & Analysis – (Tabular as well as Chart View) 
Analysis in terms of No of Applications / KW / HP / Total Pump Cost (INR) / Percentage with multiple filters such as  
· District 
· DISCOM, Circle, Division, Sub Division 
· Empanelled Agency 
· Solutions Type (AC-3HP Surface, AC-5HP Surface, DC-10HP Surface etc.) 
· Application status

Sample List of Reports (but not limited to)
· District Progress Summary (District Vs Application Stage)
· DISCOM Progress Summary
· Empanelled Agency Detail Summary (Empanelled Agency Vs Application Stages)
· Solution wise Progress Summary (Solution Vs Application Stage)
· Yearly Progress Summary (Month Vs Application Stage)
· Empanelled Agency Progress Summary (District Vs Empanelled Agency)

1.2.7 Site Inspection Mobile App
· Provision to fill up Site Inspection checklist with respect to requirement of SIA
· Provision to Map Individual Asset Serial no with Beneficiary
· Provision to Map IMEI of RMS System installed with Beneficiary
· Provision to update the Application Stages and upload images against multiple application sub stages such as Foundation Done/MMS Installation Done/PV System installation done/Installation & Commissioning done
· Provision to upload site inspection report against each application			

1.2.8 Complaint & Ticket Management

· Complaint Logging :
· Farmer Mobile Application
· Implementing Agency Engineer
 
· Ticket Generation and Allocation :
· Ticket generation against complaint
· Ticket Allocation to respective Vendor
· Ticket Status Tracking :
· Acknowledgement
· Allocation
· Assignment
· Site Visit – Status update by Vendor
· Resolution – Resolved Status update by Vendor
· Ticket Analysis :
· Time Taken to Acknowledge, Respond and Resolve a ticket
· Reason and Component Failure Analysis

1.2.9 Consumer/Farmer Mobile Application
· Multiple Language Selection at Log In
· User Profile & Details
· OTP based Password Reset Mechanism
· System Details
· Pump Ratings , Plant Ratings , Connection Details
· Live Status
· RMS Connectivity Status Parameter
· Pump Status : ON / OFF
· Generation Status : Inverter ON /OFF
· Grid Status : Not Available Single Phase / Three Phase
· Power Status : Import / Export (in kW)
· Today’s Running Hours : Pump Running Hours
· Performance Analysis – Summary
· Yesterday and Current Month
· Summary of Generation, Consumption, %CUF
· Performance Analysis – Trend
· Current Week / Last Week / Current Month / Last Month
· Day wise Trend of Solar Generation / Pump Consumption / Net Energy
· Day wise Trend of Water Discharge and Pump Running Hours
· Complaint Registration
· Service Center Contact Details
· Address
· Contact Person
· Mobile Number
· Help Documents
· Safety Guidelines
· Guidelines for System Performance Improvement

1.2.10 Site Survey Mobile Application
- Provision to Search farmer/beneficiary by Application No/Mobile No
- Site Survey Mobile app shall capture latitude, longitude of the location where system shall be installed
- Provision to upload images such as site photographs etc.
- Provision to upload site survey consent/approval document from farmer/beneficiary
- Site Survey shall cover Following Fields as per Actual Site Details
· Crop Details
· Source of Water
· Micro Irrigation System
· Existing Pump details
· Source of Power for existing pump
· Required Pump details
· Grid Connection application status

1.2.11 User and Role Management
Create Multiple Types of Organizations:
· National Implementing Agency
· State Implementing Agency
· State PSUs: DISCOMs, Transmission Companies etc.
· Solar EPC / Project Execution Agency
· RMS and Software System Integrator

Add Multiple Users 
Assign District Level or Feeder Level or Plant Level Access to Organization
· Component A : Plant Level
· Component B : District Level
· Component C : Feeder Level
Create Multiple User Roles for Configuration  
· Admin
· Users with Add / Edit / Delete Rights 
· View Only Users 
User Level Access Control:
· Assign systems and group of parameters against user
· View Only Access of Data
· Write Command and Configuration to System
Consumer / Farmer / Owner Mapping:
· Add Thousands of consumers in a system
· Access control to his particular system only

1.2.12 Performance Analysis : Reports
· Reports generation with multiple duration filters :
· Last Week, 
· Last Month, 
· Current Week, 
· Current Month, 
· Current Billing Cycle, 
· Between User Configurable Dates
· Report Generation for multiple performance indicators :
· Running Hours
· %CUF
· Pump Consumption
· Solar Energy Generation
· Billing : Net, Import, Export of Energy
· Loss Calculations
· Abnormal Electrical System Reports: Over Voltage, Voltage Un balance, Over Load, Un Balance Load, High Temp.
· Instantaneous Parameters: Min., Max., Average values of Voltage, PF, Power etc.
· % Device Connectivity
· % Data Availability
· Comparison & Correlation Reports: Comparison of two duration/season, comparison of two products etc.
1.2.13 Consumer Monitoring with RMS Data From SCADA
· Facility to search individual applications based on unique application Id, IMEI
· Display Individual Consumer/Farmer Information Details
· Display Assets related to Individual Consumer/Farmer
· Display Live/Instantaneous parameters received from SCADA related to heartbeat, Pump Controller/Inverter/Energy Meters
· Provision to Display Day wise Trend of Parameters
· Provision to derive entire history of samples/records received from RMS
· Provision to Map IMEI, Assets as well update stages related to Installation & Commissioning 

1.2.14 MIS Dash Board
· Provision to Display at a glance view of All applications in different application stages
· Provision to Filter the Summary based on Empanelled Agency / Solution Types
· Identifying Top5 and Last5 Performing districts based on their targets
· Rating wise Analysis of entire state applications with respect to different application stages
· Status Analysis of entire state applications
· Provision to display entire summary on Map View
1.2.15 State Level Web Portal
· A common State Level PM KUSUM web site for all three components : Component-A, B, C
Website shall have following minimum features:
· Indicators of each component showing - number of installed systems, Total MW installed capacity, Unit Generation, Carbon foot print saved etc.
· Upload all important documents and notices for all three components
· Track Application with status and date of all three components
· Detail of Empanelled agencies, systems, rates and specifications for component-B and component-C
· Contact details of implementing agency officers and authorities

2. Specifications of Services required for component-A, B & C of State Level SEDM Software Platform Part-1:
2.1 Deployment, Integration and Testing of various Software Modules for PM KUSUM Component A, B, C :
	Sr.
No.
	Module Title
	PM KUSUM
Component-A
	PM KUSUM
Component-B
	PM KUSUM
Component-C


	1
	State Level Web Portal
	Y
	Y
	Y

	2
	Application Pre Processing
	Y
	Y
	Y

	3
	Consumer Management
	N/A
	Y
	Y

	4
	Application Progress & Notification Management
	Y
	Y
	Y

	5
	Site Survey Mobile Application
	N/A
	Y
	Y

	6
	Asset Management : Master Settings
	N/A
	Y
	Y

	
	Asset Management : Asset Inspection & Dispatch
	N/A
	Y
	Y

	
	Asset Management : Mapping & Tracking
	N/A
	Y
	Y

	7
	Complaint & Ticket Management
	N/A
	Y
	Y

	8
	Live Asset Monitoring 
	Y
	Y
	Y

	9
	Energy Audit and Accounting
	Y
	Y
	Y

	10
	Site Inspection Mobile Application
	Y
	Y
	Y

	11
	Consumer Monitoring with RMS Data from SCADA
	N/A
	Y
	Y

	12
	Consumer Mobile Application
	N/A
	Y
	Y

	13
	User and Role Management
	Y
	Y
	Y

	14
	Performance Analysis : Reports
	Y
	Y
	Y

	15
	Performance Analysis : Dash Board
	Y
	Y
	Y

	16
	MIS Dash Board
	Y
	Y
	Y

	17
	MIS Reports 
	Y
	Y
	Y



2.2 Third Party Integration Services required for PM KUSUM Component A, B, C :

	Sr.
No.
	Integration Module Title
	PM KUSUM
Component-A
	PM KUSUM
Component-B
	PM KUSUM
Component-C


	1
	SIA’s Existing Application Registration Software
	Y
	Y
	Y

	2
	SIA’s SMS Gateway
	Y
	Y
	Y

	3
	SIA’s Mail Server
	Y
	Y
	Y

	4
	SIA’s ERP or Banking Partner API
	N/A
	Y
	Y

	5
	SIA’s Consumer Billing Processing Software  
	N/A
	N/A
	Y

	6
	SIA’s Device Integration Platform (SCADA)
	Y
	Y
	Y

	7
	National Level Platform
	Y
	Y
	Y



2.3 Workflow Management and Customization of Sub Status, Sequence, Process Checks and Notifications required for PM KUSUM Component A, B, C :
	Sr.
No.
	Module Title

	PM KUSUM
Component-A
	PM KUSUM
Component-B

	PM KUSUM
Component-C


	1
	Application Pre Processing
	1.Application Receipt
2.Application Technical Verification & Shortlisting (based on Feeder & SS)
3.Document Verification

	1. Application Receipt
-Short Listing
-Priority Rules Applied
-Document Verification
-Notice for Deposit
-Deposit Received
	1. Application Receipt
-Short Listing
-Priority Rules Applied
-Document Verification
-Notice for Deposit
-Deposit Received

	2
3
	Consumer Management 
Site Survey Mobile Application
	4.Application Accept/Reject/Hold
5. LoA Issued
6. PPA Signed
7. Financial Clearance
 
	2. Application Registration
3. Adhaar Authentication
-Firm Quotation Issued
4. Site Survey
-Re Assign Survey
5. Accept/Reject/Hold
6. Applicant Contribution
7. Order Placed or Notice to Proceed
	2. Application Registration
3. Adhaar Authentication
-Firm Quotation Issued
4. Site Survey
-Re Assign Survey
5. Accept/Reject/Hold
6. Applicant Contribution
7. Order Placed or Notice to Proceed

	4
	Asset Management : Asset Inspection & Dispatch
	
	-Asset Lot Creation
8. Check list Submission
9. Document Verification
10. PDI
11. Dispatch
	-Asset Lot Creation
8.Check list Submission
9. Document Verification
10.PDI
11.Dispatch

	5
	Asset Management : Mapping & Tracking
	8.Installation
-Foundation
-Structure
-Modules
-Inverters
9. Commissioning & Testing
10. Electrical Inspector Certificate Received
11. Export Meter Connected & Permission Received 
12. Plant Charged 
13. Go Live with RMS Data

	12. Installation
-Foundation
-Structure
-Modules
-Controller
-Asset Mapping
13. Site Inspection
14. Commissioning
-Go Live with RMS Data
-Project Completion Report
15.SFA Released
16.CFA Released
	12.Installation
-Foundation
-Structure
-Modules
-Controller
-Asset Mapping
13.Site Inspection
14.Commissioning
-Go Live with RMS Data
-Project Completion Report
15.SFA Released
16.CFA Released

	6
	Complaint & Ticket Management
	
	1.Complaint Registration
2.Ticket Generation
3.Ticket Allocation
4.Ticket Assignment
5.Site Visit
6.Ticket Resolved
-Ticket Closed
	1.Complaint Registration
2.Ticket Generation
3.Ticket Allocation
4.Ticket Assignment
5.Site Visit
6.Ticket Resolved
-Ticket Closed




2.4 Configuration Services required for PM KUSUM Component A, B, C :
	Sr.
No.
	Configuration Service Title

	PM KUSUM
Component-A
	PM KUSUM
Component-B
	PM KUSUM
Component-C


	1
	Asset Master Configuration
· Tender Registration
· System Variants / Rate Configuration
· Check list Configuration
· Agency / Product / Service Center
	
N/A
N/A
N/A
N/A
	
Y
Y
Y
Y
	
Y
Y
Y
Y

	2
	Work Flow Configuration
· Notifications
	
Y
	
Y
	
Y

	3
	User and Role Management
· Organization
· Hierarchy
· Users
· Access policy and Permissions
· Roles
	
Y
Y
Y
Y
Y
	
Y
Y
Y
Y
Y
	
Y
Y
Y
Y
Y




3. Specifications of Remote O&M Support Services for PM KUSUM State SEDM Software Platform Part-1 after Go-Live:
Operational and Maintenance support activities are defined in two parts mainly:
· Remote Operational Support Services which is required for successful application processing through all workflow stages
· Remote Software Maintenance Services which is required for maintaining availability and performance of entire software platform
· Bidder needs to provide O&M Support against each application and payment shall be made against closure of an individual application where closure shall be considered on successful auto generation of final PCR  
3.1 Remote Operational Support Services : 
Bidder needs to provide following services as a part of Operational Support
· Tracking application through various stages from Application registration to Payment Disbursement
· Identifying misleading information and its reflection in reports and dashboards
· Troubleshooting related to data verification and validation process of each application
· Mass or Individual application level Rectification of data entries as per SIA requirements (subject to permission from competent authorities)
· Support to Empanelled agencies for troubleshooting and rectification (subject to permission from competent authorities)
· Support required to auto generate forms and documents for each application  
· Archiving and back up of each application on Closure of the application 
· Ensuring complete integration and closure of each application at National Level portal

3.2 Remote Software Maintenance Services :
· Ensuring availability of software
· Ensuring Proper functioning of each software module
· Ensuring performance of all software modules
· Provide resolutions of bugs in the software
· Ensuring periodic back up of database
· Restoration of entire data base and software platform in case of infrastructure or other failures 

4. Specifications of State Level SEDM Platform Part-2 - Device Integration (SCADA) Software: 
4.1        Architecture of State Level Solar Energy Data Management Platform
4.1.1 Detail Module Level Architecture 
As shown in Module Level Architecture Diagram, Device integration part is having various modules related to SCADA system
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4.2  Software Modules Requirement Specifications of Device Integration Part of State Level SEDM Software Platform 
4.2.1 List of Software Modules required for Device Integration Part of State Level SEDM Platform with Multi layered Software Architecture (A multi layered architecture consists of various layers, each of which corresponds to a different service or integration. Because each layer is separate, making changes to each layer is easier than having to tackle the entire architecture)
1. Device Management
2. SCADA Tag Processing
3. Events & Notification Processing
4. Archiving & Historian
5. Meter Data Acquisition (MDAS) & Meter Data Management (MDM)
6. User & Role Management
7. Consumer Mobile Application
8. Report Manager

4.2.2 Device Management with TLS/SSL VPN
Main Functionalities of this module is to ensure Configuration, Security, Connectivity, Communication, and Availability of Remote Monitoring Systems.

4.2.2.1 Device Configuration Details:

· Multiple Device Communication Connectivity using MQTT (IIoT) Server to handle bi directional communication of up to 5000 devices with single instance
· Device Registration and Configuration against Universal Unique ID - IMEI number (Cellular Connectivity) or MAC ID (Ethernet or Wi-Fi Connectivity)
· Manufacturer Unique ID: Serial Number, Batch, Manufacturing Date, Model Number etc.
· VPN Security: Upload and configure TLS / SSL certificate for AES 256 Bit Encryption
· Device SIM Card Details: Mobile Number of Device, Service Provider APN, User Name, Password
· Server Connection Configuration: IP, URL, Port, MQTT and FTP server details
· Server Authentication Credentials: Token/Username and Password for MQTT and FTP Server 
· OTP Configuration: Auto Generation and exchange of 32 character random topic for OTP subscription
· Communication Topics: Auto Generation and Exchange with Topic authorization against Unique Identification
· SMS Gateway Integration and Gateway Mobile Number Configuration for SMS connectivity
· FTP Server for updating Device Configuration Files

4.2.2.2 Communication Architecture & Security Implementation Details:

· IIoT Communication Modes: 
1. Push on Periodic Interval 
2. Push on Event 
3. On Demand Read Parameter 
4. On Demand Command 
5. Configuration Read / Write 
- IIoT Communication Analysis:
1.   % Device Connectivity 
2.   % Data Availability of Different Parameters
3.   Number of Messages / Data
- SMS Communication Modes:
1.  SMS of Periodic Data
2.  SMS to Read and Write a parameter on Demand 
3.  SMS for Configuration Update
· SMS Communication Security:  
1. Verification of Device Mobile Number, IMEI Number, OTP in each SMS message transaction
· IIoT Communication Security:
1. Identification 
2. Encryption 
3. Authentication 
4. Authorization 
5. OTP 

For further details related to communication and security architecture please Refer to Annexure-1 of “Model Guidelines for State Level SEDM Software Development” and refer to “Communication Architecture between RMS and Server” for JSON Message Formats

4.2.3 SCADA Tag Processing
Device integration (SCADA) Platform should have following Tag Processing functionalities:
Message Processing:
MQTT Messages
Device Push Messages: 
· Push on Periodic Interval & Push on Event 
· JSON parsing of messages at a speed of 100 messages per second using multiple threads
· Virtual Device configuration based message parsing: single device may have 10 virtual devices such as Pump Controller / Drive, Bi Directional Meter, Generation Meter, Pump Meter, Health Parameters etc.
Device On Demand Messages:
· Send Remote Commands to Device such as Remote Pump Operation
· Update single or multiple configuration parameters such as alarm limits or schedule of operation
· Bulk Update multiple devices on a single command such as updating pump operation running hours
· Auto Update Device Configuration such as RTC sync with Server Time Stamp
· Auto Generated M2M (Device-Device) Commands such as Pump Off for Demand Side Management 

SMS Messages: 
· Read and Write an individual parameter using SMS messages
Data Processing:
· Processing multiple tags or parameters such as V, I, PF, F, kW, kWh for trend and analysis purpose
· Processing Soft Parameters based on logics and conditions i.e. Voltage Un Balance / Un Balance Load etc.
History Back Fill Processing:
· Server side Automatic Processing of mixing data based on missing indexes, periodic interval and time period
· Priority configuration for virtual device, duration, samples to retrieve important missing data on higher priority
Mapping and Group Processing:
· Create multiple group of parameters: Instantaneous, Notifications, Mobile Application Groups
· Map Device against consumer to automatically allow consumers to view groups
· User and Role Management against group processing to restrict user access

4.2.4 Event & Notifications Processing
Device integration (SCADA) Platform should have following Events & Notifications functionalities:
Alarm Configuration & Processing:
· Configuration of Limits for Analog Alarms –H, HH, L, LL Limits and Digital Alarms –V, I, kW, PF, F etc.
· Processing Hard Tags and Soft Tags and generating alarms against it –Pump Status, Inverter Status etc.
Soft Alarm Configuration & Processing:
· Generating logic and calculation based alarms against Hard Tags and soft tags 

Alarm against archived parameters:
· Configuration and processing of alarms / events / notifications against archived parameters –Daily / Weekly / Monthly %CUF, Average Pump Running Hours, change of location etc.

Notification:
· Configuration and processing of Notifications against Alarm/Event or schedule basis
· SMS, Mail and Push Notifications to configured users
· Notifications at different intervals on unavailability of Data to Farmer as well as Empanelled Agency
· Component A : 24 Hours (Empanelled Agency) or as per states’ requirement
· Component B : 3 Days (Empanelled Agency), 10 Days (Farmer) or as per states’ requirement
· Component C : 3 Days (Empanelled Agency), 5 Days (Farmer) or as per states’ requirement

Notification Groups & Security: 
· User and Role Management based subscription of Notifications for User as well as Device

4.2.5 Archiving & Historian
Device integration (SCADA) Platform should have following Archiving & Historian functionalities:
Rule based Archiving: Archiving with Min., Max., Initial, Last, Count, Sum values of configured parameters and time duration
· 15 min. slot wise Archiving
· Daily Archiving
· Monthly Archiving
Archiving configuration: 
· Configuration of multiple parameters from multiple devices in a single virtual device 
Summary Parameters: 
· Deriving Summary of entire district or Feeder or State on Daily and Monthly basis
Archiving Notification: 
· Configuration and processing of Notifications against Alarm/Event of Archived parameters
Soft Tag: 
· API based logic and calculation processing of integrated parameters
Historian: 
· Storage and retrieval of history data in multiple tables, formats derived based on archiving

4.2.6 Meter Data Acquisition (MDAS) & Meter Data Management (MDM)
Device integration (SCADA) Platform should have following MDAS & MDM functionalities:
Meter Information:
- Meter Make, Model Number, Serial Number, Ratings etc.

Meter Instantaneous Data:
-RTC Time Stamp
-Voltage: Line to neutral voltage and Line to Line voltage
-Current: Phase wise current, Total Current
-Power: Active Power, Reactive Power, Apparent Power
-Power off Duration
Meter Billing History Data:
-Active Energy
-Reactive Energy
-MD (kW)
-MD (kVA)
Load Survey Data: 15 minute load survey data
Tamper Data: Tamper events with snap shot of multiple parameters
Rule based Meter Data Verifications and Validation
Meter Replacement Process and Meter Serial Number mismatch report
Integration with existing Billing System

4.2.7 User & Role Management
Device Integration (SCADA) Platform should have following User Management functionalities:
Create Multiple Types of Organizations:
National Implementing Agency
State Implementing Agency
State PSUs: DISCOMs, Transmission Companies etc.
Solar Empanelled Agency
RMS and Software Agency
Add Multiple Users under each organization 
Assign District Level or Feeder Level or Plant Level Access to Organization
Component A : Plant Level
Component B : District Level
Component C : Feeder Level
Create Multiple User Roles for Configuration 
Admin
Users with Add / Edit / Delete Rights 
View Only Users 
User Level Access Control:
Assign systems and group of parameters against user
View Only Access of Data
Write Command and Configuration to System
Consumer / Farmer / Owner Mapping:
Add Thousands of consumers in a system 
Access control to his particular system only

4.2.8 Consumer Mobile Application
Device integration (SCADA) Platform should have following functionalities in Consumer Mobile Application:
Multiple Language Selection at Log In
User Profile & Details
OTP based Password Reset Mechanism
System Details: Pump Ratings, Plant Ratings, Connection Details
Live Status: RMS Connectivity Status Parameter
Pump Status: ON / OFF
Generation Status: Inverter ON /OFF
Grid Status: Not Available Single Phase / Three Phase
Power Status: Import / Export (in kW)
Today’s Running Hours: Pump Running Hours
Performance Analysis – Summary of Yesterday and Current Month
Summary of Generation, Consumption, %CUF
Performance Analysis –Trend: Current Week / Last Week / Current Month / Last Month
Day wise Trend of Solar Generation / Pump Consumption / Net Energy
Day wise Trend of Water Discharge and Pump Running Hours
Complaint Registration
Service Center Contact Details
Address
Contact Person
Mobile Number
Help Documents
Safety Guidelines
Guidelines for System Performance Improvement  

4.2.9 Report Manager
Device integration (SCADA) Platform should have following report generation functionalities:
Reports generation with multiple duration filters: Last Week, Last Month, Current Week, Current Month, Current Billing Cycle, Between User Configurable Dates
Report Generation for multiple performance indicators: 
Running Hours Report, 
%CUF, Pump Consumption, Solar Energy Generation Reports 
Billing Reports: Net, Import, Export of Energy
Loss Calculations Reports, 
Abnormal Electrical System Reports: Over Voltage, Voltage Un balance, Over Load, Un Balance Load, High Temp., 
Instantaneous Parameters: Min., Max., Average values of Voltage, PF, Power etc., 
% Device Connectivity, % Data Availability
Comparison & Correlation Reports: Comparison of two duration/season, comparison of two products etc.

4.2.10 Integration with National Level Portal
Bidder needs to integrate entire data with Existing state as well as National Level Solar Energy Data Management Platform as described in Annexure -4 of “Model Guidelines for State Level SEDM Platform”
5. Specifications of configuration services for each RMS system of State Level SEDM Part-2 Device Integration (SCADA)
5.1 RMS Device Provisioning Services:
· RMS Device Registration against Unique IMEI Number
· X.509 Certificate generation 
· Generation of unique Client ID, User Name and Password against each device for MQTT Authentication
· Generation of unique topics against each device for MQTT Authorization  
· Generation of unique FTP Server user credentials
· RMS Device testing and hand holding of Empanelled agency
· Support for RMS Device installation and go live to empanelled agency  

5.2 SCADA Configuration required for Each Device:
-SCADA Device configuration under respective DISCOM, Division, Sub Division, Sub Station / Feeder with IMEI Number mapping in SCADA
- Up to 100 Hard Tag Configuration of each device as per Annexures mentioned in “Communication Architecture between RMS and State Level Server”
- Up to 10 Formula based Soft Tag Configuration such as unbalance load, single phase detection, three phase detection
- Up to 20 Archiving Tag Configuration for integrated parameters required for performance analysis as mentioned below but not limited to 
- Active Energy: Solar Generation, Import, Export, Net Energy etc.
- Running Hours: Pump Operations, Grid Availability, Three Phase Grid Availability etc.
- Water Discharge Parameters
- Performance Parameters: %CUF, Per Day Per kW Generation, Per Day Per HP     Consumption etc.
- Up to 20 Event and Notification Configuration 
- Instantaneous Parameters
- Pump Status: Change in pump status to ON, OFF, Protection Operated
- Over Voltage of Grid as well as Pump:  Vrn, Vyn, Vbn, 
- Unbalance Load 
- Over Load: Total kW 
 - Low PF: average PF
- Archived Parameters
- Average Low Generation: Current Week, Current Month 
- Average Low Availability of Grid: Current Week, Current Month
- Average Low Operation Hours of Inverter or Pump Controller: Current Week, Current Month
- Average High Running Hours of Pump: Current Week, Current Month
- Notification Configuration against Event
- Mobile Push Notification configuration against required events
5.3 User & Role Management Configuration
· Creating Group of Parameters against which user access management can be mapped
· Group of Parameters for individual Consumer
· Instantaneous Parameter Group: to visualize parameters in consumer mobile application such as pump status, grid status, RMS health, solar power, pump power, net power etc.
· Summary Parameter Group: to visualize daily / weekly / monthly summary indicators such as %CUF, Energy Transaction units   
· Archived Parameter Group: to visualize day wise weekly & Monthly chart in consumer mobile application such as energy generated, consumed, imported and exported from grid, running hours of inverter or pump controller / inverter etc.
· Notification Groups : to publish push notifications required to be visualized in mobile application
· Group of Parameters for Entire Feeder / District for SIA Analysis
· Map View Group : to visualize important parameters of all consumers in a particular feeder or district against Geo Location
· Daily Analytics Group : to visualize day wise bar graph of important archived parameters of all consumers in a particular feeder or district 
· Mapping Users against each group
· Mapping of individual consumer against groups to allow access of data limited to his system only 
· Mapping of multiple SIA users against relevant Feeder or District groups to allow access of data limited to consumers of particular Feeder or District  
· Mapping of multiple user from Empanelled agency against his relevant Feeder or District

6. Specifications of Remote O&M Support Services of State Level SEDM Software Platform Part-2 Device Integration (SCADA) :
Bidder shall provide Remote maintenance and support services to ensure the proper functioning and optimal performance of the software (SCADA) platform upto June 2022 which shall include following scope:
1. Ensuring availability of all Multi Layered Software (SCADA) Applications deployed on SIA Servers / NIC Servers / Cloud Servers 
2. Ensuring proper functionality of all Multi Layered Software (SCADA) Applications

7. Specifications of Software Architecture to be hosted on Infrastructure provided by State Implementing Agency:
Bidder shall consider multilayer software as well as server client architecture which shall have following minimum layers:
Layers for State Level SEDM Platform Part-1:
1. Application and Database Server
2. Web Server
Layers for State Level SEDM Platform Part-2:
1. Device Integration and Management Server with Multiple message queuing structure
2. SCADA Server with Tag, Alarms, Event Processing
3. Application Server for Third Party Integration & Configuration
4. Database Trend Server to store real time data for trends and analysis
5. Archiving & Report Server to process archiving logics and store report data
6. Notification Processing Server to process Mail, SMS, Push Notifications
7. Web Server for Mobile Clients
8. Web Server for Enterprise Clients
A multi layered architecture consists of various layers, each of which corresponds to a different service or integration. Because each layer is separate, making changes to each layer is easier than having to tackle the entire architecture. 
Note: 
· List of Servers shown above are Virtual machines based on multilayer architecture functionality. Actual number of physical server may vary to achieve desired performance. 
· [bookmark: _GoBack]In case of SIA’s own data center or NIC cloud platform or Private Cloud platform, software (SCADA) platform shall achieve desired performance for 5000 devices with one virtual machine for each of above mentioned layer or server having Latest generation 4 Core Processor, Windows OS (if required), 32 GB RAM, 10 MB storage Per Device per Month. Bidder shall suggest additional redundancy, backup and replication servers or infrastructure based on SIA requirement for redundancy and back up of system 

8. Penalty Terms for Maintenance of State Level SEDM Software Platform Part-1 and Part-2:

Penalty for Software Maintenance Services:
	Availability per quarter 
	Deduction as % of the apportioned price 

	> 98% 
	NIL 

	Less than 98% 
	Deduction of 2% of the apportioned price of the apportioned quarterly AMC for every 1% or part there of decrease in availability under 98%. 


Any Scheduled or planned maintenance activity which is informed in advance shall not be considered as a part of non-availability of system. However, contractor need to  schedule planned maintenance time with prior approval of SIA.
Non availability of the system shall not include the following:
1. Down time due to hardware / software and application which is owned by SIA at their premises
2. Negligence or other conduct of SIA or its agents including a failure or malfunction resulting from applications or services provided by SIA or its vendors
3. Failure of malfunction of any hardware or software not provided by the bidder
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